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Unmasking the Need for Full-
Scale Attack Data
● How can we measure technical skills and enable 

learning to match the needs of cyberspace?
● Goal - Enhancing offense while also developing 

defensive models



The Game
● 2 teams of 4 individuals each
● Cyber Mayhem hosted by Hack The Box
● Secure own system whilst exploiting opposing team’s 

systems
● Problem sets involved - web exploitation, reverse 

engineering, and penetration testing



Methodological Approach
1. Simulation of real-world cyber operations via Capture the Flag 

(CTF) games
2. Data collection off player’s actions during CTF events
3. Measurable metrics - Keystroke accuracy, app logs, video 

capture
4. Automated data processing and labeling to industry standard 

Tactics, Techniques, and Procedures (TTPs)



Data Collection



Keystroke Accuracy (KA) 
● How accurately players execute actions during the 

CTF game
● Average KA of 69.1% game-wide
● Winning team used less commands, but actually had 

a lower KA by 4%



Frequency of Action Classification
● Actions performed by players were classified in line with the MITRE ATT&CK framework







Into the Future - Limitations, 
Implications and Extensions
● Lack of sample size for experiment
● Study enables organizations to identify areas for 

improvement in training, as well as defensive posture
● Application for training AI towards more realistic 

training simulations



Conclusion
● Use of realistic full-scale data and analysis of multiple 

parameters aids in characterizing human factors in 
offensive cyber operations

● Similar efforts supports efficient cyber defense 
strategies, which reduce organizational resource costs
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