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Previous Work



UNVEIL (Kharaz et al., 2016)

● Identifies ransomware crypto and screenlocker binaries.
● Cuckoo Sandbox system with kernel instrumentation for capturing file I/O calls.
● Instrumented file I/O calls used to compare entropy of read and write requests 

from same file offset.
● Ransomware file operation sequences were found to be repetitive (open, read, 

write, close etc.) and distinct for different ransomware families.
● Identification of 13,637 ransomware samples out of 148,223 malware samples 

(3,156 labelled ransomware samples were used as ground truth).



RanSAP (Manabu et al., 2021)

● Open dataset of “low-level” disk write traces of 7 ransomware samples (from 
VirusTotal), 5 benign samples across several machine configurations (HDD, 
SDD, OS version etc.).

● Paper provides detailed descriptions of experimental setup.
● Demonstrated that ransomware can be adversarial to analysis,
● E.g., Darkside sample detecting and shutting down Minispy
● Standard ML classifiers demonstrated promising binary classification 

(ransomware or not) performance in seconds of activity.
● Timestamp (s)
● Timestamp (ms)
● Logical Block Address (LBA) of a written sector
● Size of a block accessed by a sample
● Normalized Shannon entropy of a written sector



Peeler (Ahmed et al., 2021)

● ~28k samples were collected (primarily VirusTotal) representing 43 
ransomware families and subjected to monitoring using the Peeler system.

● Benign processes that would resemble both crypto- and screenlocker-
ransomware were also used as negative ground truth.

● Traces of kernel level file events were classified with a method that combined 
both pattern matching rules and machine learning methods.

● Compelling results: 70% of ransomware samples could be detected within 
115ms of execution.



Motivation

● Ransomware is a problem, look at the news on any given day.
● Malware detection/mitigation and backup methods do not appear to be 

entirely effective.
● There is research being done in the service of making this less of a problem.
● Assuming ransomware has successfully entered begun to encrypt the user’s 

files, can this activity be detected before too much damage is done?
● Is there a path to apply this research to widely deployed defense? Is it 

possible to “stop” ransomware?



Pilot Machine Learning Study

● Setup a windows sandbox virtual machine for running ransomware binaries.
● Randomly tested binaries from Malware Bazaar to see if activity can be easily discerned 

manually, found 21.
● Used ProcMon was used to capture the activity of ransomware process, and then SPADE 

(Support for Provenance Auditing in Distributed Environments) to transform the log into a 
provenance graph.

● Quickgrail querying was used to extract the subgraph corresponding to the descendants of 
the PID (node) associated with the ransomware binary. 

● File I/O events (edges) were extracted and converted into 1000 event “slices”. Slices from 
other PIDs were considered benign.

● Manually designed regexs show that slices could be classified as malicious/binary.
● https://github.com/REPROD-prov/REPROD-initialml

https://github.com/REPROD-prov/REPROD-initialml




Small Provenance Subgraph



Malicious Slice Detection Across Samples



Broad Conclusions From Pilot Study

● Fairly easy to differentiate between compression and encryption.
● Malicious file operation sequences can be picked out by eye, and regexes 

can be designed to pick out malicious activity with specificity.
● This is promising for machine learning approaches.



Ransomware Execution PROvenance Dataset 
(REPROD)



Primary REPROD Components

● Assembly of off-the-shelf components to automatically download ransomware-labelled binaries from 
Malware Bazaar (free, no registration at the time of writing), run inside a Windows sandbox virtual 
machine with ProcMon log collection.

● Primary Components include: 
○ Python - Virtual machine scripting 
○ Virtualbox - Virtual machine running
○ ProcMon - WIndows activity logging
○ SPADE - Conversion of ProcMon log files to Open Provenance Model graph (graphviz “dot” format).
○ NapierOne - Virtual machine population, honeypot files.
○ DensityScout - Measuring “density” (entropy) for selected files

● https://github.com/REPROD-prov/REPROD-workflow

https://github.com/REPROD-prov/REPROD-workflow


REPROD Dataset Statistics

● Number of binaries: 1,298 (all ransomware tagged binaries on Malware Bazaar)
● Ideal executions: 861 (run results in a readable ProcMon log file)
● Imperfect Timing: 316 evidence of ransomware activity (screenshot) but could not extract readable 

ProcMon log file
● Instrumentation Limitation: 72 unusable log that are consistent with a ProcMon termination bug, 49 

cases inaccessible log with no apparent evidence of ransomware activity.
● Graphviz DOT files are provided for all 861 ideal executions. Tukey five number summaries of:

○ Node count distribution: (24, 467, 1042, 13477, 349000)
○ Edge count distribution: (54, 6192, 23125, 216729, 7766739)

● 405 ProcMon PML files are provided, 98 logs where both density changes of honeypot files and 
anomalous screen activity was observed, 181 logs where only density changes were seen, and 117 
logs where only anomalous screen activity occurred. 

● https://doi.org/10.5281/zenodo.7933806

https://doi.org/10.5281/zenodo.7933806


Anomalous Screenshots















Final Thoughts

● We would have liked something like REPROD when we started our pilot study, we hope it will be 
useful for others.

● Timescales of file access vary considerably across ransomware samples.
● Estimating the distribution of benign activity (large variance) is very difficult, this seems to be 

essential to a successful outcome where machine learning will be used in production.
● A considerable of amount of ransomware seems to trigger without much effort, but there is a lot 

apparent variance in activity.  Lots of disk activity is not necessarily associated with locking.
● Assume an ideal future where low level methods can detect malicious crypto activity reliably against 

a benign background, how will adversaries respond ? We can envision fairly obvious counters 
including diluting crypto activity in space (“scattershot encryption”) or time. Perhaps we should ask 
what research directions are most likely lead to a “successful” outcome against ransomware.
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